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Overview

Weak spots




Reasons

Money
Credit
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Reasons for bug bounty

Money
Credit
Okay, mostly credit, they don’t pay much :P
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Bug bounty programs

— Netscape
— Firefox
— ZDI

— Pwn2own
— Google

— Facebook
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Know your enemy

Goo:



Know your enemy

- Masato Kinugawa
- Neal Poole

« Nils Juenemann

« Szymon GruszeckKi
«  Wladimir Palant
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Learn your target Overview

Spy on their blogs

- New bugs — new ideas to detect different vulnerabilities.

Learn the company

- Unchecked services
» Successful acquisitions
» Untested/Less secured web applications

« Multi vector
» Unknown vectors / logical techniques
« Repetitive of weak spots

Google



Google Overview

Learn the company

- Successful acquisitions
http://en.wikipedia.org/wiki/List_of acquisitions by Google
* New services — Knol(???), Friends Connect
« Subdomains
« Learn all the functions of the application you are going to test

« Multi vector
» Unknown vectors / logical techniques

« Repetitive of weak spots

Google



Google Overview

- Successful acquisitions
http://en.wikipedia.org/wiki/List_of acquisitions by Google

- More than 1 acquisition per week since 2010!

Google



Google Overview

- Logical / mixed issues

Google



XSS for fun and ... profit?

XSS is not just for account hijacking

Trusted website, runs malicious javascript...
« Client Side Exploit anyone?



Google Overview

Convention

Calender
Google.com/calender

Friends Connect
google.com/friendconnect

Knol
Google.com/knol
Analytics
Google.com/analytics

Blogger
Google.com/blogger

Google



Google Support Overview

Convention

« Knol
= Google.com/knol
= No
« Friends Connect
Support.google.com/friendconnect
- Calendar
Support.google.com/calendar
- Analytics
Support.google.com/analytics
- Blogger
Support.google.com/blogger
Admob

Support.google.com/admob GO Ogle



Google Calendar Stored XSS

| Google

’ Calendar




Google Calendar Error based

General Attacks against
Google Calendar.

Going Deep Into the
Application.

What we found.

We need to find a way to
trigger it for REMOTE users.




Stored XSS (Error based)

“Self” Xss Payload

ar - Windows Tnter § wplorer

°,. 5w 2 s e googke comicalersiar freror
Féeo Cdet  Vew Favorites Took el

WG |2 cooge Calender

W Internet Explorer is currently running with add-one deabled
Gmail Calendar Documents Reader Web more v

Gox )Slc calendar Search my calendars | 520w ssarch ouiees

Catlendar Dotalls  Share this Calendar  Notifications

xBack 1o catendar [Save ] [Sancer]
oot S ==

Description:
Location:
© Q. "San Francisco” of "New York™ or "USA " Spectung & general location will help §
Calendar Time Zone:
United States »! ch
Please Nirst select a country 10 select the rgnt set of ne Leomrry —] L2

zones TO 500 &l Me ZoNes, Check the box instead

Now select a time zone:  (OMT+00.00) OMT (no aaylight san ,:] [C]Display

Auto.accept invitations O Auto-accept indations that do not conflict
s 15 V0 FOMEIS 5 @ A atically add all to this calendar
» tcally sccept inv ple with whom the e
calendar Is shared when there are no conflicting events ) Do not show enitations
Leam more

Embed This Calendar

0 this calendar In your websfe or blog by pasting this
code Ino your web page To embed multple calendars, click
on the Customize Link

Paste this code Into your website

Customize the coloe size and other optiong

<iframe src="Mtp /Awww google com/calend
40group calendar google comBctz=Asia/Jer
scrolling="no"></iframe>




Google Calendar Error based

Changing the attack vector

Resolving the Self XSS Issue By using the Sharing
Option



Google Calendar Error based

The Sharing process:

Details
Calendar Details  Share this Calendar  Notifications

«Back to calendar [Save | [ Cancel |
[ Make this calendar public Lgam more
™ plendar will appear in public Google search result

Share only my frealusy information (Hide detalls)

Share with specific people

Person / Permission Settings

| Make changes AND manage sharing v | | Add Person



Google Calendar Error based

Walit,

HOUSTON WE HAVE A
PROBLEM!!

user must delete his calendar
1-5 times.

How can we force our
Target to delete our
malicious calendars?




Google Calendar Error based

Resolving the problem:

Users gets email for each share & our Calendar Is
added Automatically to the victim account.

Y

F O o malgoogle com 1 Moo

Gmad-2 emnen % 727N e 3 Pk ino® (mail.googie.com) Gmail-> won®

y ankitbiog arkct b
mall. com has shared a ca
A 4 001 10 o
We are wrting 10 let you bnow vt QD 3
Sres"san oy omeneesimaseipt seASEPT  aussemest 1180
hat | ‘ oty abded thes ¢ whoraler 10 yone Choy 1
e ge Colendar Tow
Vaw ) )




Google Calendar Error based

Calendar SPAM !l

After the user deletes 1-5 ,
Error occurred

Error Message Details:

Calendar (calendar name) |
not load, After that a Stored | ¥ =
XSS will be trigger© S




Google Calendar Error based

Game over! Achievement unlocked.




Google Analytics — Stored XSS

&,

Google Analytics




Google Analytics

In-page analytics doesn’t escape incoming requests:

- Meaning, an attacker can send XSS to the administrator by
sending a URL



Google Analytics

In-page analytics doesn’t escape incoming requests:

- Meaning, an attacker can send XSS to the administrator by
sending a URL




Google Analytics

Error 804 (Not Found)™1 &4 '\\- Gmail - Inbox (9,527) - gold M/ »
y 3

Facebook i ERLCAENN

.google.com/” > <img%20src="aaa.jpg " onerrors

avascriptalert(Hello Google Administrator’) > FEJUluCo e 2

Google g

404. That's an error

& &R B
The requested URL

[%22%3E%3ICImg%20src=%22aaa jpg%220nerror=javascr &~ ':‘. Fd
Xy y &
was not found on this server. That's all we know

5 FERBVEESIFSHEORIEREGREE S 0 2 ot



Google Analytics

« In-Page Analytics — When the administrator logins. Ouch.

« Sharing — Infect ourselves and share our Analytics with the
victim (direct link to in-page analytics)



Google Analytics

1st method:

— — WL < Error404 (Not Found)!1 S (X Gmail - Inbox (9,527) = gold M1/ % Google g / * Facebook e ey -

.google.com/” > <img%20src="aaa.jpg"onerror=javascript:alert(Hello Google Administrator’) > O ->

Google

404. That's an error

The requested URL
1%22%3E%3Cimg%20src=%22aaa.jpg%22onerror=javascri
was not found on this server. That's all we know.

[alTzll&ETe e lao laFammmmmas TN



Google Analytics

Let's walit for our administrator to login



Google Analytics

- Achievement unlocked, we can run JS on any web administrator
using Analytics



Google Analytics

aln:Pogs Anatytics ; Googla Auatytics - Mozilla.birefox

c o Q0 W B s ie.googe.comfanabtics repertingin_page?ide 4041123080 20101 129: 20101 2296 pmaver 308 Rt B J
[ Most visked | ) Getting Started [ Latest Meadknes

“ad How To Sat Up Google AdSerse Video | 4] Google AdSense || 24 Googde Adsaere - AdSense for Search 24 Googhe AdSenss - Adsense for Domans | [ In-Page Analytics - Google Analy... i | -
47 Do you wank Frofox to ber the d For “asuagach G23" on googhe, com?

[ Bomarber | [Navecforthssee | [Ltietnow | &

i I 1« | My Accaunt| Help | Sign Out
GoUIc Analytics etlings | My Acco u

Anahtics Settings | View Reports: = TILNTTLRRS A0S

< Back to Content Overview Advanced Segnents: | Al Vists v

Overview »

MERSgeANNYEce L ——

E3 [ oOusplaying: Chicks . ffizits || with more than: | 0.00% ~| + Add Fitter

" 5 " »
exan afran Yy o Yt e —

= Content Detail
J 98 Pageviews
9 Urique Views

0002:21 Teme oo Page

25.00% Bounce Rate

13.79% % et

e e o e L0 gt

13.79% trtrances ¢
Papeviews

$0.00 3 index

Ttan o1

AdSense Porformance
2010 vanrna 27 o o Google nymn
A 29 AdSense Page Impressions .

- ROX DOnK R
$0.00 AdSerse Reverue 1ddd PO
MDA MR oITP

A 31 AdSense Unt inpressions

Top Demographic
Language 40 ne v (82.8%) v v

Done

4 start (it ) () e bl CTRTRNT TRy e A R od) 1831

T 1o ot i e N S v e Rl N ' 1n-Pags Ansht I L i v Y s B A S T




Google Analytics

Second method : Sharing with the victim our analytics

We will add the victim with read-only permission and
will submit the link for google.com/analytics account

with our ID



Google Analytics

! In-Page Analytics - Google Analytics - Mozilla Firefox

G X & Elm:;;m.m.cwmmnwmmwx1moa-zownz92monmmml o - [29- P

[ Most visked | ) Getting arted (5| Latest Headknes

| Aad How To Set Up Google AdSerise Video | 2§ Google Adsense J [ *§ Google Adsense - AdSense for Search 2§ Googhe AdSense - AdSense for Domains : .4 In-Page Analytics - Google Analy... B I - |-

/9 Do you wank Frefox to remember the pasaword For "N cr Googke.com? | Bemember | [NoverforThssee | [Ltithow | @
GOL)gle Aﬂa|ytiCS I o |y Account| Help| Sign Out

Analtics Settings | View Reports: £ T R A My Analtics Accoums:

« Back to Content Overview Advanced Segments: | Al Vists v

Overview »

In-Page Analytice I
e —————— —

E3 [=] Displaying: Clicks

03" am

~ Content Detail

9 Urique Views

0002:21 Tene on Page

Myblog |

13.79% % ext

A
A
A 25.00% Bounce Rate
A
h 13.79% Entrances /

Pageviews
a0 a1
$0.00 3 index el
AdSense Performance
2010 amyna 27 9w or Google nymo

d 29 AdSense Pags Ingressions
RO¥ DONK DITR

$0.00 AdSencs Revenue aaad poenant
7% 0YNNa X o1
A 31 AdSense Unk Ingressions NN 197104
TREMAN 03N 120
Top Demographic L
Language 48 ne v (82.0%) v



Google Analytics

Game over. Achievement unlocked

° > c X 'V} L._‘] Mtpss: flowan. Qoogie  com anabytcs freportingin_page 7id=4041 123080k = 20101 1 2920101 22962 p=aver 08 97 - -:' - 1,
[ Most visked | ) Getting Started ] Latest Meadknes
| i How To Set Up Google AdSerse Video . 23 Google AdSense o | 2 Googde AdSerne - AdSansa for Sewch 2§ Google AdSense - AdSense for Domans | [ In-Page Analytics - Google Analy... I | * | -
4% Do you want Frefox to ber the d For h G2Y" on googhe, com? w | &w?umwl L*mw | &
~
Google Analytics I -1 My AccountiHeip 1 ian Ot [
Anahtcs Sﬂ;lmu | Whew Heports: B TG R By Anahiics Accounts:
< Back to Content Overview Advanced Segmernts: | Al Vists v
COverview »
ELRags Analvece I
~ Content Detail ‘ e e e e - -
Ed [%5] oOusplaying: Chcks The poage at 'I"[)';Z['\V‘VJI,;'_I\U}'_‘I‘.('(Il" SaYs: P isits _g]wﬂhmovﬂmn: 0.00% :] + Add Fiter
J 58 Pageviews ) ‘
S U allh ] nnw
A 9 Unique Views
| 00:202:21 Yeme co Page
) 25.00% Bounce Rate
A 13.79% % Eat
N 13.79% trtrances ¢
Pageviews
$0.00 3 ndex Tan a1
AdSense Porformance
2010 vamxva 27 o or CGoogle nwnn
A 29 AdSense Page Impressons 5
1a8aa ROX 0N DO
$0.00 AdSense Reverue nargEn?

A 31 AdSense Lnd Ingressions \PSEYY 1908 TN

Top Demogr aphic
Language 48 ne v (82.8%) ~ L




Google FeedBurner Stored XSS

& FeedBurner-

FeedBurner provides custom RSS feeds and management
tools to bloggers,podcasters and other web-based

content publishers



Google Feedburner Stored XSS

Feed title is “vulnerable” to an XSS

Google feedburner

"><img
src="fsd.jpg'onerror=javascript:alert(6)>

1Delete Feea | Transfer Feea

E) @) EonFeedDetads

You should not change “Original Feed™ unless you move your onginal feed to a new domain or a new
location on your existing server Also, changing "Feed Address"” will require you to update your feed

SUDSCNDErS WIth YOUur NEw aadress: INE previous feed acgaress will no longer work

Foed Title: g SIC="1S0 P ONETOr={avascnp (Hebx you deatify your feed)

Onginal feed: 'Mlp Jlaviadgolanblogger DIogspot comIeeds/PO (Feed pubishod on your she)
“Vour FeedDarner feed)

Feed Address: hitp //feeds feedburner conv [biogspot'giOax

Save Feed Details| or cancel and do not make these changes

Monetize Troubleshootize @ My Feeds

Analyze Optumize Publicize

Srow stats for [ et 7 Cays |

BVIEW Feed Stats Dashboard

J

Feed Stats 1
Subecrbers 5 ‘
Rem Use
Map Overay )
Uncommon Uses “Feb 2%, 2812 Waar 6, 2012 War 13, 2012 Mar 28, 2812

Earn moncy from all that traffic up there! Your posts pay off with relevant ads *

Export Excel* CSV = AdSense

. SERVICES Tuesday, February 28 - Wednesday, March 28

Configure Stats . 0 subscnbers (on average) 8

- o reach (on average) B



Google Feedburner Stored XSS

Wait, Nothing Happened here!ll, There is “NO” XSS

My Feeds never appear in blister pack Google feedburner

+| Welcome back, goldshlager19@gmail.com. AdSense for Feeds §

[ Your stats, right

FEED TITLE SUBSCRIBERS away 10/25/2010

" s [ Enabling social sharing
><img 1 with FeedFlare 4/23/2010

sre=‘fsd.ipa‘onerror=iavascript:alert(6)>

[Y Socializing your feed
with Twitter 12/14/2009

8 ddd 0
FeedBurner Status ()
8 ddd 0

[ Known Issue: Socialize
service not working for

£ eeeeceeeececeeeeceeeceecee eeceeeeee 0 some users 6/8/2011




Google Feedburner Stored XSS

Lets look closer on the features of FeedBurner App

"><img Google feedburner
src="fsd.jpg'onerror=javascript:alert(6)>

£ [=) EditFeed Details... | Delete Feed... | Transfer Feed...

| Analyze || optimize || Publicize || Monetize || Troubleshootize | @ My Feeds

. SERVICES

Headline Animator
Display rotating headlines

BuzzBoost
Republish your feed as HTML

Email Subscriptions
Offer feed updates via email

Subscription Management
Communication Preferences
Email Branding

Delivery Options
PingShot

Notify services when you post

FeedCount
Show off your feed circulation

Socialize
Publish to the social web

Chicklet Chooser
Awareness API
Creative Commons

Password Protector

Email Subscriptions

Give your biggest fans another way to keep up with your blog or podcast feed
by placing an email subscription form on your site.

Subscription Management
Subscription Form Code

Select which language you want to use in the window that appears when a
potential email subscriber signs up. The selection you make immediately
modifies the code to copy and paste below.

Language: |English : (i |

Copy and paste the following code into any web page. Your subscription
form will be automatically inserted each time the page is loaded. From
there, readers can subscribe to receive daily email with your newest
content.

<form style="border:lpx sclid £ccc;padding:3px;text-—
align:centex;"

acticon="http://feedburner _gocgle.com/fb/a/mailvexify"™
method="post"™ target="popupwindow"™

P AN PR DV LS T A tp -/ / feedburnexr _google com/fb/a/mailvex]
i fv2uri=blogspot/gJ0=x}E St aRor T

'screollbars=ves width=550 _height=520"') return true"><p>Intex

TR

1




Google Feedburner Unsubscribe XSS

We already know that there is a Subscription feature in
Feed burner, Right???

What about Unsubscribe option, Maybe this can help us?

You are subscribed to email updates from Nir Goldshlager Web Security Blog Email delivery powered by Google

To stop receiving these emails, you may unsubscribe now.

Google Inc., 20 West Kinzie, Chicago IL USA €0610

%% YouTube - Videos from this email



Google Feedburner Unsubscribe XSS

When the victim will decide to unsubscribe from the
malicious feed burner a stored xss will be run on his
client.

1100 s ok P L0 s B niveond for “obddage 2111 66 e, i

(2 FeedBurner-

Cancel Email Subscription

AE YOU SUre yOu wish 10 end your emsl subacrighon to

i bo 50ITy 80 300 YOU GO, Bt €' YOUr SUBACHPHon B0 Manage as you

Translenig dat s bom v grecie arahtis com boccresswsl o




Google Feedburner Unsubscribe XSS

1.  Victim subscribe to the service & Later unsubscribe from
the malicious FeedBurner.

Attacker Send a malicious unsubscribe link to the victim
(Victim dont need to be subscribe to the malicious feed).

\ajmailunsubscribe?k=21t5259PFbGOdWIRglIBstepm+

T c A & ttp:fifeedburner.qooale.com

2] Most Visited C] Getting Started 5 | Latest Headlines



Google FriendConnect Error based




Google FriendConnect Error based

The target approved our request.



Google FriendConnect Error based

The target approved our request.

Now, let’s force him to delete us, not before we're going
to change our name to :

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAA .... "><XSS Payload>



Google FriendConnect Error based

ttttt - Settings - Mozilla Firefox

Manage friends

You have made friends with the following people via Google Friend Connect. Visit other
Messaging members' profiles by clicking on names and faces on the site, and then click "Add as friend"
to send a friend request,

AAAAAAAAAAAAAAA
AAAAAAAAAAAAAAA

Sites you've joined

Manage friends L

Remove as friend




Google FriendConnect Error based
After User delete :

- Achievement Unlocked.

ttttt - Setfings - Mozilla Firefox

Remove friend (%]

Are you sure you want to unfriend ">?

The page at http:/fiwww.google.com says:

PREF=ID: T ;L1 ;S
SID:




Permission bypass — Google Knol

Knol is an online knowledge Portal



Permission bypass

Privacy in Google Knol
Function :Publish, Unpublished Docs




Permission bypass

Example of Unpublished document:

- IR NAR D702 0NN 9% | (22 | o] 2 0annk ena o |+ 1A [ a s e @
e v etcom Minis | Preferences | o
knol S~ 7
~ Eat i
daaaa

bbbb 2] :“1 play "‘}n 196

solik  yCitation Emall &Pty Favorite -

ddddd

Your rating:

B Share and it

[\5 O This inol Is unpublished Putish

Knol translations

Help 0 your language
Search for uses of this page v
Activity for this knol

This week

19 pagevie




Permission bypass

This document isn’t accessible via direct URL

I I The image cannot be displayed. Your computer may not have enough memory to open the image, or the image may have been corrupted. Restart your computer, and then open the file again. If the red x still appears, you may have to delete the image and then insert it again.



Permission bypass

Google Validate Permission,

Block us from viewing the
unpublished

Document




Permission bypass

Lets meet our new friend ©
Google Knol Translator Toolkit

Go« rglc translator toolkit

Upload Document for Translation
You can create a new translation by uploading a file or by specifying a URL 10 a web page, a Wikipedia™ article or a knol
K le Transl |

Local file Web page WIK"OI

Enter the URL of a knol:
2 comfk/mir-goldshlager/aaas/1Idrb32btesBB/1

What do you want to call it?
prif I
bypassprivateaccess

bypassprivateaccess2 |
English v]

Translate to:
Hebrew E]

+ Sharing

l Upload for ranslation l




Permission bypass
Attacker Provide the url of the Unpublished Doc

" v O X kB N ae guoghe combood /oo phond merdbur st el groghe. comire -gobishiager [ansal | ki 6 e |

e | }

A Mot Vel el Gling Dt [ PN
1, boeadng,

Uplaaking,. -Hl.nmmil oom | Settoas | Help | Sign oul
(0 .-"'lx' transgiator toolkit

Uplond Document for Transiation

You can croste s new Lansistion by uplosding » e o by specifyng » URL 1o & welbi page, 8 Wikipeda™ aitscie or o knol

Back 1ot gle Leanalator oot

Local flle Wob page  Wikipadia™ aticle | Koot
Lntor the UL of & kool

y comnirgoldehlnger/anna/ ide 120te s )
Whiat o you want to call g2

prvaleaccess)

Transiate fiom

nghsh v
Transiate o
Enghsh v

+ Shatlng

'vl',“nnl“lll Irm-l.llum l [ 3

ot BT &ttt B e o b b [ Mugicase D Mhvaee nn foundd

Watng for brarmiate gaoghe com



Permission bypass

And magic happens

0 Ll I
B L0 Yew Mgtory [ookmarks  Jook el
“ -C X @ qooge ~ ” Tl 2 y

WA Most aked | ) Gotting Sarted | Latest Heacknes

* Translation editor - Googho Translat...

Google translator toolkit
R

Privateaccessd o ) ——

Original text: Teanslation: ©oolieh » Eogioh
adaa %

bbbb iy

£ i 1 e
ddddd bbbb

x red: EERI & ot # posus & okl [ Muchewss ) Phoase ot found

Wk for esi gatal com




Google Affiliate Network —
Stored XSS + Administrator Priv!

Affiliate Network




Google Affiliate Network

What Is Google Affiliate Network??



Google Affiliate Network

Google Affiliate Network is a free program that makes it
easy for website publishers to connect with quality
advertisers and get rewarded for driving conversions.

Discover high-performing advertisers

Save time with a speedy and intuitive interface

Track conversions and access real-time reporting

Enjoy local payments via your AdSense account

VIP and Rising Star status for top publishers



Google Affiliate Network

The goals:
XSS an account.
Gaining Administrator Privilege

Microsoft Internet Explorer @
! 5 You ve been hacked!

OK




Google Affiliate Network

First Attack:

ConnectCommerce->Performics->DoubleClick->Google;

€« X O www.Commectoommerce.com Mk s/edt Mtmi?action «par trer _edt by oBLrkID w4 100000003519 '1I;v-:-u: 2100000000034143%8< T

Affiliate 29 bezenerg?

CO()gle Affiliate Network

Attacker Manipulate LinkiD,
Partnetid Fields,

Oy adverdyer

New !dn Llnk By Advertiser  » AR Actve Links  » Et Byl Link »
Barmes & Noble com Bames & Noble com 333
Al advensers
Linkg *&4 2LA0= 410000000351 97187 8P RID={"Produc D JEP UBID= ["ATINt010 ] AMID= "MembenD )48 sNEcm_mmes["Part_Ske")

FPASHMNID*) 410000000351 97187 _"Und_Name T 1arges="_blank" -P.a

Required Link Information Recommended Link Information
Link Name Croative - | would ke B
|22 Oasatrom s URL O Upload som my computer
Unk Type © Choose trom existing
Butd . Your Own
Last Updated Merchandwsing Test
20110317 035422 "sacnpt>aloat(111)</scnpt>
Commission
Ouraton
Odays
Click-Thiy URL

[= #scripte atert(1 1 1) wsscripts ] Optional Link Information 4



Google Affiliate Network

First Attack:

Manipulating Parameters on connectcommerce.com domain in order
to Inject XSS Payload on google.com Domain

€« X O www.cormectoommerce.com ik WO Spartrer_edt_byoSLINkID s 10000000 519 I 2 100000000 114358¢ 0¥
Afliliate

GO()gle Affiliate Network

Attacker Manipulate LinkiD,
Partnetid Fields,

Oy advedrer

New Edit Link By Advertiser  » Al Actve Uinks  » Eat Byol Link * »
Appr oved advertser s Bames & Noble com Bames & Noble com »sa
Al advenierns

L.“ "es

24A0= 410000000341 97 187 8P RID"ProducBiD JEP UBID= ATk ate 10 ] MO ["MembenD |45 sN&cm_mmes["Part_She")_
FPASHMNID*) 410000000351 97187 _"Unk_Name*T" mcﬂ-‘_oum‘-m

Required Link Information Recommended Link Information
Link Name Croative - | would ke
|22a O asarom a URL O Uplond om my computer
Unk Type O Choose from existing
Butd . Your Own
Last Updated Merchandwsing Test
201103170354 22 "s<gcnpt>alont(111)</scnpt>
Commission
Ouraton
Odays
Click-Thiy URL
| «scripte atert(1 11) sscripts ] Optional Link Information



Google Affiliate Network

PoC : Stored XSS from Google.com Domain

€9 - C X @ 2B i oo coniaffhatenstverkic Hbrepypeminks #4150k ads 5 - [®- Pk
A vnnes @ ponnn B nennw nnno €8 Suggested Stes [ 6 Web Skoe Gallery | FeedBuletin for: golds..

g @ Search = & NI MSN I News | Celetety O Widoo  Weather  Hotmal 45 Messenger (D Ganes » Lfestyle [ Faced
2§ ConrmctCommarce » £t Link 23 ks (R =

golaniaviadé91@gmail.com | Swich afliate account | Settings | Hele | Signowe &

-

G008le Affiliate Network sdfs

Find links Reset Links WTA .
= 68 links
! 1

Relationship status - Export as v Mate ~ Showrows. 10~ 1.100f68 « »

Victim » Rog 0x0
Selected advertisers o Advertiser earnings per 100 clicks
A Tracking URL  [httpc//gan doubleckck net/gan_click?id=410000000351977 Test Link o a0 P17 FIERS
A ; Bog e ! $39.88 $44.21
AdverSeor categeries Creatve URL | ttp /figan. doubleckck net/gan_impression?id=4 100000003
’,\ ' Durstion  2011-0347 1o n/a
Conted b Category  Apparel & Accessones
reated by .
. Type Banner
Text/ Banner / Search box >
Size & Get Code
A $10 off $115 » Road Runner Sports Advertiser earnings per 100 clicks
Promotion 2 $39.88 e )

Tracking URL | ttpc/figan. doubleckck net/gan_click?fid=410000000350235 Test Link

K3

— am




Google Affiliate Network

Manipulate, Gaining administrator privilege on any Google Affiliate
account.



Google Affiliate Network

Manipulate UserlD, Email fields

IManape Profile = sdls Moty Tirefox
on *® X & WO PO OBACCOU = O I SICIIR =508 + My ¢ A O ER N5 K | TR0 bhemGoogeh rogmal contclemccountare » < 2 - Sn =
[ Mos vated @ Getteg Sarted 1 Lavest Headiews
2§ Manage Profile = sdfs 0 B reoticher and the teve tichers... S retp e oog 2 betp: . 0000 S hetp: v goog) - 2:productSeanch 2R retoifwen.000g KeapINE0: 0% + |
‘
ste®  seamar Vulnerable Fields:
Userld,NewGoogleAccount

< Ede

Contact Information «y.w

Pramary Contact
Name  nfa o3 Va Wa nla
Emad (Usemame) 8 goluriavinctd! @gmat com
Secondary Contact
Name  o/a ofa s Ve nla
f . 2 golaranaEdt @gmad com
Accounting Comtact

Name nfa o2 Va Va nla







Google Picnik — Local File Inclusion

picnik



Google Picnik

Picnik.com seems to be Secure
So what is the way to crack the lock?




Google Picnik

Execute a BruteForce to
Files, Dir Attack

2. Execute a Sub domain
Brute Force Attack

3. Port Scanning

)
o2

BRUTE FORCE

If it doesn't work, you're just not using enough.,




Google Picnik

Result:
Sub domain: vpn.picnik.com




Picnik Whols vpn

RercrarT

Netcraft Toolbar

»/ Home

»/ Download Now!

+/ Report a Phish

+/ Top Reporters

» Phishiest Countries

» Phishiest Hosters

+/ Most Popular Websites
Branded Toolbars

Search... E’

Site
Domain

IP address
Country

Date first seen

picnik.com
70.32.137.5
Elus

June 2011

Domain Registrar unknown

Organisation

Check another
site:

unknown

INTRODUCING THE SINGLEHOP m THE HOSTING

INDUSTRY'S FIRST SEE WHY W

BILL OF RIGHTS CUSTOMERBILL  |T'S BETTER |

OF RIGHTS

Site report for vpn.picnik.com

Last reboot
Netblock owner
Site rank
Nameserver
DNS admin
Reverse DNS

Nameserver
Organisation

Netcraft Site
Report Gadget

unknown Uptime graph
Google Inc.

unknown

nsi.google.com
dns-admin@google.com
locke.picnik.com

Google Inc., Please contact contact-
admin@qoogle.com 1600 Amphitheatre Parkway,
United States

+  Google™ |
[More Netcraft Gadgets]



Google Picnik

- So what was the story of vpn
picnik?,

- Someone installed by mistake a
older version of phpListin
Picnik vpn sub domain




Google Picnik

So what was the story of vpn
picnik?,
Someone installed by mistake a

older version of phpList in Picnik
vpn sub domain

No way!!! With Default Password
© 7?




What Is phpList???

GPLIST

phplist is open source email application & suffers from well
known Vulnerabilities

-’_ phpList 2.10.8 Local File Inclusion

Authored by AmnPardaz Security Research Team | Site bugreport.ir Posted Jan 15, 2009

phpList version 2.10.8 suffers from a local file inclusion vulnerability.

tags | exploit, local, file inclusion
MDS | 59485£67bcd2e29%afa%al1d268cé9ccTa Download ' Favorite  Comments (0)



Google Picnik

File Inclusion vulnerability that allow me to get a Shell
with a leet bounty $3133,7

€« X O hn vpnpicrakcom st 1

I\\'uuun( requre_once(vaswwwiocalbhosttedocabsts/admen) [funcson requae-once] faded to open s‘.rexz.lSu.:cru = var www localhost htdocs Bsts adsain index php on k

Fatal envor requare_ococe() [funcsonrequae) Faded operang required 'varfwwwilocalhosthtdocvste/adman (melude_path=" fusr/thare/phe S Musr/shacelplp) =
var 'www localbost htdoc s hists aduin mdex php on kne 83




Google Picnik

Game Over

Google Security Team security@google.com
tome i~

Hey Nir

Congratulations! We determined this was was exploitable and could have led
to full server compromise —- $3133.70

Cheers,
Adam

f The Picnik is over



Summary

Out-Of-The-Box (Hack-In-The-Box) Thinking
Think different

Information gathering

Mixed services

Permissions



Reference

e http://www.nirgoldshlager.com/2011/03/blogger-get-administrator-privilege-
on.htm! - Blogger admin privileges bypass

e http://www.google.com/about/company/rewardprogram.html - Google Reward
program

e http://www.google.com/about/company/halloffame.html - Google Hall of Fame

e http://www.slideshare.net/michael_coates/bug-bounty-programs-for-the-web -
Michael Coates - Bug Bounty Program — OWASP 2011




One more

Maybe it's not a good idea to follow our blogs



One more

Maybe it's not a good idea to follow our blogs

' Blogger: Dashboard - Mazilla Firefox

= € X D e blogger comtome B¢ - [&- 2| %

WA rnnomn @ po Soen B nonnw nnne @8 Sugpested Stes | o Web Skoe Gallery 1 FeedBulletin for: gokds .
| ) togoar: Dustbond ) MRt o) HATIMZMA05523 . (0] "> g sice"sdfsd o onevrormiava (2 Blogger: Dashboard 8+
7] N (i tonfioatens - Ed Posts - Conments - Settings - Design - Monetize - Stats 1 -~

Reading List

Blogs I'm Following

Blogs
Al blog updates dates from arwy blogs
Bauot; &gt &It img sre=Bquot., fendConnect

Aviad 11

B Blog Post
posted by sdsd at™ > - 22 hours ago
Aviad it

B s
posted by sdsd at” > - 2 days ago
11t

m LG DI What is Fellowing? View in Google Reader

Transferring data froem v blogger com. . *




Okay okay, one more



Join us tonight at
Hack-In-The-Empire event

For invites : RSVP@zimperium.com
Subject : HITE Invite




Thank you!

ltzhak “Zuk” Avraham - @IHackBanMe
LWICGCES(
Nir Goldshlager - @NirGoldshlager



